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No. Time Source Destination Protocol Length Info ~
3 27158 27.227632 192.168.1.111 192.168.1.62 PEAK-CAN over UDP 226 CAN Msg(s) in Frame: 2
‘ 27159 27.229636 192.168.1.111 192.168.1.62 PEAK-CAN over UDP 234 CAN ng(sj in Frame: 2
! 27160 27.229636 192.168.1.111 192.168.1.62 PEAK-CAN over UDP 226 CAN Msg(s) in Frame: 2
‘ 27161 27.231532 192.168.1.111 192.168.1.62 PEAK-CAN over UDP 234 CAN Msg(s) in Frame: 2
! 27162 27.231532 192.168.1.111 192.168.1.62 PEAK-CAN over UDP 226 CAN Msg(s) in Frame: 2
‘ 27163 27.233543 192.168.1.111 192.168.1.62 PEAK-CAN over UDP 234 CAN Msg(s) in Frame: 2 v
< >

Internet Protocol Version 4, Src: 192.168.1.111, Dst: 192.168.1.62 A

User Datagram Protocol, Src Port: 40396, Dst Port: 505@
CAN Protocol Data - PEAK-System Format
Complete CAN Data size in Frame Length: 192
CAN FD Frames with CRC: 2
v CAN Data Storage with 2 entrys
CAN-Channel: @
v internal Flags:
- Extended ID
- Bit Rate Switch
- Error State Indicator
CAN MessageType: CAN FD with CRC Frame
TimeStamp-Low in uS: 48656763
228762

<

TimeStamp-High in us:
CAN-ID: exeeeffdff
Ext. 29Bit Msg.

DLC: 15

DB81:@x24 DB@2:@x32 DBA3:8x32 DBE4:Bx42 DBG5:@x@3 DBEAG:@x20 DBEAT:OxB8

DBBI:@xBG DB16:@x@0 DB11:6x60 DB12:6x0@ DB13:0x08 DB14:8x@0 DB15:0xB8

DB17:0x00 DB15:@x@0 DE19:@x00 DB20:0x0e DB21:@x0@ DB22:@x80 DBE23:0x00

DB25:0x00 DB26:@x@0 DB27:@x00 DB28:0x0@ DB29:@x08 DB3@:@x80 DB3IL:0x00 ( I

DB33:@xB@ DB34:@x@0 DB35:8x08 DB36:8xB@ DB37:0x68 DB38:@x20 DBE39:0x88

DB41:0xP@ DB42:@x@0 DB43:6x60 DB44:6x00 DB45:0x08 DB46:0x20 DBAT:OxB8 WI RES HARK
DB49:0x@0 DB50:8%@0 DB51:9x08 DB52:8%8@ DB53:0x08 DBS4:@%@0 DBSS:0x88

DB57:08x00 DBE58:@x@0 DB59:@xe® DBGD:@x0@ DBG1:@x0e DB62:@x00 DBE63:0x08

CRC: 3893468400

CaN-Channel: @
internal Flags:
CAN MessageType: CAN FD with CRC Frame
TimeStamp-Low in pS: 48656773
TimeStamp-High in pS: 228762
CAN-TD: BxBROFFAFf
Fv+ 9QRi+ Mco
< >
@626 @1 3e 9d cc 13 ba 68 &8 48 64 QUKL 00 91 00 @0 > -] ~
) 0 00 60 00 02 @0 02 6c 5F 80 09 ©3 7d 9a 08 ef 1
©8 32 88 Bf fd ff 43 24 32 32 42 63 80 6@ 80 68 2. (3 228
80 00 00 00 0P @0 @ B0 0 00 00 €0 B2 BO 08 00
©@ @6 68 60 02 08 B0 B0 0 B0 0P 48 B0 6O 00 08 v

7 CAN JCAN-FD Ethernet Gateway Protocol (peak-can), 2 Bytes Pakete: 27837 - Angezeigt: 27195 (37.7%): Verworfen: 0 (0.0%) || Profil: Default
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Relevant products

Product name Model Part number

PCAN-Ethernet Gateway DR CAN to LAN Gateway in DIN Rail IPEH-004010
Plastic Housing

PCAN-Wireless Gateway DR CAN to WLAN Gateway in DIN Rail IPEH-004011
Plastic Housing

PCAN-Wireless Gateway CAN to WLAN-Gateway IPEH-004020

IPEH-004020-A

PCAN-Ethernet Gateway FD DR CAN FD to LAN Gateway in DIN Rail IPEH-004012

Plastic Housing

PCAN® is a registered trademark of PEAK-System Technik GmbH.
Wireshark and the "fin" logo are registered trademarks of the Wireshark Foundation

All other product names mentioned in this document may be the trademarks or registered
trademarks of their respective companies. They are not explicitly marked by “™” or “®”.

Copyright © 2022 PEAK-System Technik GmbH

Duplication (copying, printing, or other forms) and the electronic distribution of this document is
only allowed with explicit permission of PEAK-System Technik GmbH. PEAK-System Technik GmbH
reserves the right to change technical data without prior announcement. The general business
conditions and the regulations of the license agreement apply. All rights are reserved.

PEAK-System Technik GmbH
Otto-Roehm-Strasse 69
64293 Darmstadt

Germany

Phone: +49 (0)6151 8173-20
Fax: +49 (0)6151 8173-29

www.peak-system.com
info@peak-system.com

Document version 1.2 (2022-01-24)
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1 Introduction

The PEAK-System Wireshark™ Dissector is a simple LUA AddIn for the free
available Network Analyzer Wireshark™.

Wireshark™ is the world's foremost network protocol analyser. It lets you see
what's happening on your network at a microscopic level. It is the de facto (and
often de jure) standard across many industries and educational institutions.

Wireshark development thrives thanks to the contributions of networking
experts across the globe. It is the continuation of a project that started in 1998.

See https://www.wireshark.org

PEAK-System offer a free of charge LUA AddIn that could be easily used to
decode Network Traffic from/to the PEAK-System Network to/from CAN
Interfaces via Wireshark™
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1.1 Properties at a Glance

— Easy to integrate into an existing Wireshark™ installation

~  Open-Source LUA code

 Basic Setup could be done with the Wireshark™ preference menu

—  Will work with all Wireshark Implementations, at all available Operating

Systems. See https://www.wireshark.org for more details.

ﬂ Note: This manual describes how to use of the Wireshark Dissector with
Wireshark™ Version 3.6.1 on a Windows™ System.
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Installing the Software

This chapter covers the installation of the LUA Dissector. Up in front you must
install the Wireshark Software. https://www.wireshark.org/#download.
For Windows™ is also a Portable Version available.

The Wireshark installer contains also the latest WinPcap installer. If you don’t
have WinPcap installed, you won’t be able to capture live network traffic, but
you will still be able to open saved capture files. By default, the latest version
of WinPcap will be installed. If you don’t wish to do this or if you wish to
reinstall WinPcap you can check the Install WinPcap box as needed.

For more information about WinPcap see https://www.winpcap.org/ and
https://wiki.wireshark.org/WinPcap.

® Do the following to install the Dissector.:

1.

Copy the Start pcan_gateway. lua from the supplied Mediao or
Download to the root of your Wireshark™ installation.

Goto the x: \WiresharkPortable\App\Wireshark\
Directory and search for a file called init . lua (depending on your
selected Wireshark™ Installation Path).

Open the init. lua file with a Text Editor (for Example Notepad)
Copy this Text block at the end of the File:

PEAK_ PROTO_SCRIPT PATH="x:\ \WiresharkPort
dofile (PEAK PROTO_SCRIPT_ PATH.."pcan ga

ay.lua")

Change the PATH for your need.

Start the Wireshark Tool and check if the Dissector was loaded
successfully. For that simply open the Wireshark™ preferences Dialog
by going to the main menu and select “Edit — Preferences”
(Ctrl+Shift+P). In the section Protocols you should now see a entry
“PEAK-CAN”
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3 Capture some traffic

3.1 sSetup wireshark™ for Decode CAN Data

When you have startup the Wireshark Tool, open the Preferences and go to
Protocols. Search for PEAK-CAN.

EEE “|  CAN /CAN-FD Ethernet Gateway Protocol

PDCP-LTE A PEAK-System Ethernet and WLAN Gateway Dissector for WireShark
PDCP-MR Ports |EDUU 1-50002

POl Inenan Show all available Info (Expert mode)

PEAK-CAN

PEEKREMOTE Select the used Protocol |UDP

PER

PFCP

In the first Edit field, you can set a Port Range, or a single Port Value where the
Dissector should listen to.

Ports (50001-50002

The CheckBox allow you to set/unset a enhanced decoding. When the Check
Box is set, the Dissector also decode the not used BitFields in the Data Package.

Show all available Info (Expert mode)

Here a samples of a CAN-FD Frame transmittet with UDP, with Experet mode
off and on.
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Expert mode off:

¥ (AN Protocol Data - PEAK-System Format

Complete CAN Data size in Frame Length:

CAN FD Frames with CRC: 2

~ (AN Data Storage with 2 entrys
TimeStamp-Low in pS: 48656763
TimeStamp-High in pS: 228762
CAN-ID: exeaeffdff
Ext. 29Bit Msg.

DLC: 15

DB@a:axd3
DB :axaa
DB16:@xaa
DE24:@axdae
DB32:@xaa
DB4@:axaa
DB4E :@xda
DBS6:@xee

DBa1:
Deas
DB17:
DB25
DB33
DB41:
DB49
DB57:

CRC: 389348408

Expert mode on:

Bx24

Hlb ]

awaa

Hlb ]
o= b

axea

oo b

Bxee

DBa2:
DE1@:
DB18:
DB26:
DB34:
DB42:
DBS@:
DB58:

Bx32
Bocaa
Bocae
Bocaa
Bocae
Bocaa
Bocde
Bocld

DBaz

DB19

DB35
DB43

DBE39

¥ (AN Protocol Data - PEAK-System Format
Complete CAN Data size in Frame Length: 192
CAN FD Frames with CRC: 2
¥ (AN Data Storage with 2 entrys
CAN-Channel: @
v internal Flags:
- Extended ID

- Bit Rate Switch

- Error State Indicator
CAN MessageType: CAN FD with CRC Frame
TimeStamp-Low in pS: 48656768
TimeStamp-High in pS: 228762
CAN-ID: exeeaffdff
Ext. 20Bit Msg.

DLC: 15

DE@@: ax43
DE@E : @xda
DB16: @xaa
DBE24:8x2e
DBE32:axda
DB4@: awda
DB45: axda
DB56: Bxae

DBael1:
DBas :
DB17:
DB25:
DB33:
DB41:
DB49:
DB57:

ax24
awea
axea
axes
awea
axea
axea
awea

CRC: 3893468480

DB@2:
DEl@:
DB18:
DB26:
DBE34:
DB42:
DBS@:
DB58:

32
Bocda
Bocda
axee
Bocda
Bcaa
Bocdd
Bocda

DB@3

DB19

DB35
DB43

DB59

1Bx32
DB11:
1 @xaa
DB27:
1 @xaa
: Bxaa
DBS1:
e

Encaa

Encaa

e

iBx32
DB11:
1BxBE
DB27:
TExes
1axes
DB51:
JExee

axea

axes

axea

192

DB@4:
DB12:
DB2@:
DE26:
DB36:
DE44:
DB52:
DEGa:

DE@4:
DB12:
DB2@:
DB28:
DE36:
DE44:
DB52:
DEG@:

Bxd2
Encaa
aaa
Encaa
aaa
aaa
e
@

Bx42
@xda
Bxaa
axes
Eea
@xea
Bxde
Bxda

DB@5:
DB13:
DB21:
DB29:
DB37:
DB45:
DB53:
DBE1:

DBE@5:
DB13:
DB21:
DB29:
DB37:
DB45:
DB53:
DB61:

Bxa3
axea
axea
axea
axea
axea
axes
B

axas
axea
axea
axea
axea
axea
axea
axea

DB@BG:
DBE14:
DB22:
DB3@:
DB38:
DB46:
DBES4:
DBE2:

DB@G6:
DB14:
DB22:
DB38:
DB36:
DB4G:
DB54:
DB62:

axea
axea
axea
axea
axea
axea
axes
B

axea
axea
Bxae
exee
axea
axea
axee
axea

DBB7:
1 @wba
r@wka
DB31:
r@wka
DE47:
HbE ]
H=R

DB15
DB23

DB39

DBSS
DBE3

DBe7:
T @aa
T @xBa
DB31:
T @ea
DB47:
1 @xka
Hl b

DB15
DB23

DB39

DB55
DBGE3

System

axea

axea

axea

L]

axee

acaa
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The Last Option is for selecting the Protocoll which should be used by the
Dissector. TCP or UDS. Please be sure that you select the correct Type!

Select the used Protocol

set the UDP or TCP
as protocol - TCP
need a listener to
get work

3.2 start Analyzing Network Traffic

After selected the correct Network Interface (be sure you know on which
Network you Gateways are running) you could now start capturing the
Network traffic. If you run on the same Network Interface other Application, or
you have only one physical Network Interface on your PC, you better setup a
filter. Otherwise, you also see all the other Network Traffic in the Wireshark
Tool.

Simply add “peak-can” in the Filter line to be
sure that you only see Ethernet Packages that
are send over the ports you have selected inthe . [ peaiem

PORT settings. Or simply filter by the IP Address [o. Time Sou
of the Gateway. Both is possible, also in combination.

File Edit View Go Capture
L) R

Sample: ip.addr ==192.168.1.111 && peak-can

*Ethernet

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A @ [ERB Re==FT2sEaqaan

[ [ip.addr == 192.168.1.111 && peak-can

No. Time Source Destination Protocol Length Info

| 8349 7.523352 192.168.1.111 192.168.1.62 PEAK-CAN over UDP 234 CAN Msg(s) in Frame: 2

v 8358 7.523352 192.168.1.111 192.168.1.62 PEAK-CAN over UDP 226 CAN Msg(s) in Frame: 2

| 8351 7.525266 192.168.1.111 192.168.1.62 PEAK-CAN over UDP 466 CAN Msg(s) in Frame: 5
8352 7.525266 192.168.1.111 192.168.1.62 PEAK-CAN over UDP 446 CAN Msg(s) in Frame: 5

L2
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Also check if you have selected the correct protocol type.

File Edit View Go Caplure Analyze Statistics Telephony Wireless Tooks Help
Am:8 MRE Qe E aqan
| [peskecan BT ) Bwrcssin.. +
o, Time Source Protocol Length Info A
| ses7s  1e6.811236 18.1.12.201 PEAK-CAN over TCP 342 CAN Msg(s) in Frame: 8
| 58595 186.852285 18.1.12.281 PEAK-CAN over TCP 378 CAN Msg(s) i i 9
| ses1s 1es.m 10.1.12.201 PEAK-CANl over TCP 342 Can Msg(s) ik
| se63:1 106.935767  10.1.12.201 PEAK-CAN over TCP 342 CAN Msg(s) i 1 8
| sesst  1es.97 18.1.12.201 PEAK-CAN over TCP 378 CAN Msg(s) 3
| ses71 1e7.e17667  18.1.12.201 PEAK-CAN over TCP 342 CAN Msg(s) i 8
| safea  1A7 aseada 181,13 2 LR REN 1] PRAK-CAN nver TCP 342 CAN Meeis) in Frame: B e
< >
Frame 58945: 414 bytes on wire (3312 bits), Al4 bytes captured (3312 bits) on interface @ ~
Ethernet LT, Src: Peok-Sys_80:22:01 (f8:73:nc:00:22:01), Dst: LefcHefe 7c:3c:dS (50:7b:9d:7c:3c:d5)
Internet Protecol Version 4, Src: 18.1.12.281, Dst: 18.1.12.91
» Transmission Control Protocol, Src Port: 68768, Dst Port: 58881, Seq: 774541, Ack: 1, Len: 368
¥ CAN 2.9a/b Protocol Da W e et
Complete CAN Data size Expand Subtrees ShiftRight
CAN Fremes: 10 Collapse Subtrees Shifts Left
¥ CAN Data Storage with 1 i
Exp Al Ctrl+Right
Timestesg-Low in st N e
TimeStamp-igh in ps Collapse All Ctrl+ Left
CAN-ID: @x122 o
St 11B1E Mg, Apply s Colurmn Cail+Shift=
ALz 8 Lpply as Flter »
DB2:8x23 DB1:@x21 DS: exes
. | Preparea Filter )
Tinestanp-iow In ps: Conversation Filter v
TireStamp-High in us Colorize with Filtér ’
CAN-TD: @x122 2 %
Std. 118it Msg. ROk
DLc: 8 oy a
DBO:@x23 DB1:@x2l DS exe3
Show Packet Bytes... CurleShifted [ v
8638 0b 68 57 20 69 @8 Export Packet Bytes... Curl+ Shift =X =
0840 bo bb 97 & v
@ ¥ canEthenet Gateway Protoc i || Padsets: 50946 - Displayed: 2602 (5. 1%) - Drapped: 0 (0.0%) || Profile: Default
e e o i esrence e fiid| Bt S

Decode As...
Goto Linked Packet

Show Linked Packet in New Window

i

Open CAN Ethemet Gatevsay Protocol preferences..

Ports: 50001-50002...
Show all available Info (Expert mode)

upe |

Disable PEAK-CAN...

If all is setup correct, you now could see the decoded CAN Data inside the

Ethernet Packa

ges.

¥ CAN Protocol Data - PEAK-System Format
Complete CAN Data size in Frame Length: 424

CAN Frames with CRC: 1
CAN FD Frames with CRC: 4

¥ CAN Data Storage with 5 entrys

CAN-Channel: @
v internal Flags:
- Extended ID
- Bit Rate Switch

- Error State Indicator
CAN MessageType: CAN FD with CRC Frame
TimeStamp-Low in pS: 1246898458
TimeStamp-High in uS: 228763

CAN-ID: @x90921233
Ext. 20Bit Msg.

DBBA:8x27
DBOB:0x46
DB16:0%01

DBA1:8x43
DB@9:@x18
DB17:
DB25:8%23

DB@2:
DB18:
DB18:

ax12
@xa7
ax35

DB@3:8x67
DB11:@x21
DB19:@x81
DB27:8x79

DBBA4:Bx41
DB12:@x89
DB20:8x45

DB5:@x24
DB13:@x26
DB21:@x26
DB29:@x97

DB@6:
DB14:
DB22:

@x12 DB@7:
DB15:
DB23:

DB31:

x89
2x65
2x95
exa7

ox43

DB32:8x71
DB48:8x31
DB48:0x36
DBS56:0x72

DB33:ax32
DB41:@x32
DB49:@x72
DB57:@x31

DB34:
DB42:
DBS8:
DBSB:

@x35
@x66
ax73
@x38

DB35:8x74
DB43:8x34
DB51:@x33
DB59:8x36

DB36:0x72
DB44:8x35
DB52:@x65
DB6@:@x35

DB37:0x73
DB45:@x76
DB53:@x37
DB61:@x33

DB38:
DB46:
DBS4:
DB62:

@x37
Bx31
ex34
ex34

DB39:
DB47:
DBSS:
DBE3:

8x36
8x32
ex35
ex34

|10
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3.3 Fragmented CAN Packages

When using UDS, you could configure the CAN Data count (max.) inside an
Ethernet Package on the Gateways. With TCP this is not possible. The size is
fixed defined by the MTU of 1500 which the Ethernet Gateway(s) use. So, it
could be possible that the Package will be send meanwhile the CAN Frame is
not completely.

The TCP Protocol itself reassemble these packages.

File Edit View Go Capture Analyze Statistics Telephony MWireless Tools Help
dm 9 [[BRB _Re=2=2F I3 Qaam
ak-can ] Expression.. +
No. Time Source Destination Protocol Length Info A
‘ 56752 22.113436 10.1.12.201 19.1.12.91 PEAK-CAN over TCP 106 CAN Msg(s) in Frame: 41 CAN Msg(s) in Frame: 1
‘ 56888 22.135474 1@.1.12.201 12.1.12.91 PEAK-CAN over TCP 70 CAN Msg(s) in Frame: 41
‘ 56868 22.155842 1@8.1.12.201 10.1.12.91 PEAK-CAN over TCP 186 CAN Msg(s) in Frame: 41 CAN Msg(s) in Frame: 1
‘ 56919 22.177007 10.1.12.201 16.1.12.91 PEAK-CAN over TCP 142 CAN Msg(s) in Frame: 41 CAN Msg(s) in Frame: 2
} 56077  22.200861 10.1.12.201 10.1.12.91 PEAK-CAN over TCP 178 CAN Msg(s) in Frame: 41 CAN Msg(s) in Frame: 3
‘ 57835 22.223298 10.1.12.201 10.1.12.91 PEAK-CAN over TCP 142 CAN Msg(s) in Frame: 41 CAN Msg(s) in Frame: 2
‘ 57898 22.243835 1e.1.12.201 10.1.12.91 PEAK-CAN over TCP 7@ CAN Msg(s) in Frame: 41
‘ 57136 22.263754 10.1.12.201 16.1.12.91 PEAK-CAN over TCP 142 CAN Msg(s) in Frame: 41 CAN Msg(s) in Frame: 2
‘ 57195 22.287592 10.1.12.201 16.1.12.91 PEAK-CAN over TCP 106 CAN Msg(s) in Frame: 41 CAN Msg(s) in Frame: 1
‘ 57246 22.309262 10.1.12.201 19.1.12.91 PEAK-CAN over TCP 142 CAN Msg(s) in Frame: 41 CAN Msg(s) in Frame: 2
‘ 57383 22.331272 10.1.12.201 10.1.12.91 PEAK-CAN over TCP 106 CAN Msg(s) in Frame: 41 CAN Msg(s) in Frame: 1
| s73sz  22.351903 10.1.12.201 18.1.12.91 PEAK-CAN over TCP 106 CAN Msg(s) in Frame: 41 CAN Msg(s) in Frame: 1 v
< >
> Frame 56977: 178 bytes on wire (1424 bits), 178 bytes captured (1424 bits) on interface @ 7
> Ethernet II, Src: Peak-Sys @0:22:01 (f0:73:ae:00:22:81), Dst: LcfcHefe 7c:3c:d5 (50:7b:9d:7c:3c:d5)
» Internet Protocol Version 4, Src: 18.1.12.201, Dst: 10.1.12.91
> Transmission Control Protocol, Src Port: 60768, Dst Port: 58001, Seq: 494949, Ack: 1, Len: 124
~ [2 Reassembled TCP Segments (1476 bytes): #56971(146@), #56977(16)]
Frame: 56971, payload 1459 (1460 bytes
[Frame: 56977, payload: 1460-1475 (16 bytes)]
[Segment count: 2]
[Reassembled TCP length: 1476]
R bled TCP Data: o |
“ CAN 2.0a/b Protocol Data - PEAK-System Format
Complete (AN Data size in Frame Length: 1476
CAN Frames: 41
> CAN Data Storage with 41 entrys
v CAN 2.0a/b Protocol Data - PEAK-System Format
Complete CAN Data size in Frame Length: 188
CAN Frames: 3
v CAN Data Storage with 3 entrys
TimeStamp-Low in pS: 4155014758
TimeStamp-High in pS: 5014
CAN-ID: @8x@32
Std. 11Bit Msg.
DLC: 3
DB@:8x32 DB1:@x12 DB2:@x81
TimeStamp-Low in pS: 4155815855
TimeStamp-High in ps: 5014 v
~
v
Frame (178 bytes) ~ Reassembled TCP (1476 bytes)
() ' CANEthernet Gatenay Protocol (peak-can), 96 bytes || Packets: 58343 - Displayed: 436 (0.7%) " Dropped: 0 (0.0%) || Profile: Defauit

|11
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3.5 IP Frame Format Description

PCAN-Gateways allow the connection of various CAN busses over IP networks.
For this CAN frames are wrapped in TCP or UDP messages packets and
transmitted over the IP network from one device to another. If all the
precautions are taken, you can also use a socket to send and receive CAN data
via UDP or TCP.

Depending on the type of the CAN message and if the CRC feature is used, the
CAN data is transmitted with a different structure in the IP frame. The possible
data structures are shown in the following tables.

The values are stored in Network Byte order. The CAN data is stored as single
bytes in ascending order. Whether you send or receive, the structure remains
the same. With simple TCP/UDP implementations such as in embedded
applications, it is possible to receive the TCP or UDP header in addition.

We recommend to study the extra document “PCAN-Gateways - Developer
Documentation” which is available for download from the Download Section of
the Product pages of the Ethernet Gateway.

12
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Data structure for CAN 2.0 A/B frames

Length | Field Name Meaning
2 Byte |Length This field specifies the total length of the packet
including this Length field in bytes. The maximum
length of a classic CAN frame is 0x24, decimal 36.
2 Byte |Message Type |This field specifies the type of the message. The value
0x80 represents a classic CAN frame.
8Byte |Tag Mot used in the current version.
4 Byte | Timestamp Timestamp of CAN messages in ps. The value has no
Low effect on the transmission of frames. This information is
4Byte | Timestamp purely informative.
High
1 Byte |Channel Mot used in the current version.
Note: The CAN channel is determined by the route
configuration.
1Byte |DLC The Data Length Count (DLC) indicates the length of the
CAN data in bytes.
2 Byte |Flags The following flags are defined for this frame type:
e  0x01- Message is a Remote Transmission Request
{corresponds to bit 30 in the ID field)
=  0x02 - Message has an Extended ID
(corresponds to bit 31 in the ID field)
4 Byte |CANID Bit0-28 |ID
Bit 29 Fixed value 0
Bit 30 RTR
Bit 31 1 for Extended frame, 0 for Standard frame.
8 Byte |CAN Data This field always contains 8 x 8 data bits.

Note: Use only as many bytes as the DLC indicates. All
the following bytes are available but invalid.

|13
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pata structure for CAN FD frames

Length |Field Name Meaning
2 Byte |Length This field specifies the total length of the packet
including this Length field in bytes. The length of the
packet for CAN FD frames is variable in contrast to the
classic CAN frame. Only as many bytes as necessary are
transmitted. The maximum length of a CAN FD frame is
0x60, decimal 96.
2 Byte |Message Type |This field specifies the type of the message. The value
0x90 represents a CAN FD frame.
8 Byte |Tag Mot used in the current version.
4 Byte |Timestamp Timestamp of CAN messages in ys. The value has no
Low effect on the transmission of frames. This information is
4Byte |Timestamp purely informative.
High
1Byte |Channel Mot used in the current version.
MNote: The CAN channel is determined by the route
configuration.
1Byte [(DLC The Data Length Count (DLC) indicates the length of the
CAN data in bytes.
2 Byte |Flags The following flags are defined for this message type:
«  0Dx02 - Message has an Extended ID
{corresponds to bit 31 in the ID field)
s  0Dx10 - Message with Extended Data Length
«  Dx20 - Message with activated Bit Rate Switch
»  0x40 - Message with set Error State Indicator bit
4Byte |CANID Bit0-28 |ID
Bit 29 Fixed value 0
Bit 31 1 for Extended frame, 0 for Standard frame.
N Byte |CAN Data This field contains the CAN data bytes. The number of

bytes transmitted corresponds to the length specified in
the DLC field.
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Data structure for CAN 2.0 A/B frames with CRC

Length | Field Name Meaning

2 Byte |[Length This field specifies the total length of the packet
including this Length field in bytes. The maximum
length of a classic CAN frame with additional CRC
checksum is 0x28, decimal 40.

2 Byte |[Message Type |This field specifies the type of the message. The value

0x81 represents a classic CAN frame with additional
CRC checksum.

8Byte |[Tag MNot used in the current version.
4 Byte | Timestamp Timestamp of CAN messages in ps. The value has no
Low effect on the transmission of frames. This information is
4Byte |Timestamp purely informative.
High
1Byte |Channel Mot used in the current version.
MNote: The CAN channel is determined by the route
configuration.
1Byte |DLC The Data Length Count (DLC) indicates the length of the
CAN data in bytes.
2 Byte |Flags The following flags are defined for this frame type:
= 0x01 - Message is a Remote Transmission Request
(corresponds to bit 30 in the ID field)
*  0x02 - Message has an Extended ID
(corresponds to bit 31 in the ID field)
4 Byte |[CANID Bit0-28 |ID
Bit 29 Fixed value 0
Bit 30 RTR
Bit 31 1 for Extended frame, 0 for Standard frame.
8 Byte |CAN Data This field always contains 8 x 8 data bits.
Note: Use only as many bytes as the DLC indicates. All
the following bytes are available but invalid.
4 Byte |[CRC32 CRC checksum. See the following chapter for details.
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Data structure for CAN FD frames with CRC

Length

Field Name

2 Byte

Length

This field specifies the total length of the packet
including this Length field in bytes. The length of the
packet for CAN FD frames is variable in contrast to the
classic CAN frame. Only as many bytes as necessary are
transmitted. The maximum length of a CAN FD frame
with additional CRC checksum is 0x64, decimal 100.

2 Byte

Message Type

This field specifies the type of the message. The value
0x91 represents a CAN FD frame with additional CRC
checksum.

8 Byte |Tag Mot used in the current version.
4 Byte | Timestamp Timestamp of CAN messages in ps. The value has no
Low effect on the transmission of frames. This information is
4Byte | Timestamp purely informative.
High
1Byte |Channel Mot used in the current version.
Note: The CAN channel is determined by the route
configuration.
1Byte |DLC The Data Length Count (DLC) indicates the length of the
CAN data in bytes.
2 Byte |Flags The following flags are defined for this message type:
e« 0x02 - Message has an Extended ID
{corresponds to bit 31 in the ID field)
s  0x10 - Message with Extended Data Length
«  0x20 - Message with activated Bit Rate Switch
s  0x40 - Message with set Error State Indicator bit
4 Byte |CANID Bit0-28 |ID
Bit 29 Fixed value 0
Bit 31 1 for Extended frame, 0 for Standard frame.
N Byte | CAN Data This field contains the CAN data bytes. The number of
bytes transmitted corresponds to the length specified in
the DLC field.
4 Byte |CRC32 CRC checksum. See the following chapter for details.

|16



wireshark™ Dissector - User Manual .

System

3.5.1 optional CRC32 Checksum

CAN frames can be transmitted over the IP network with an additional CRC32
checksum in the IP packet. It is created from DLC, flags, CAN ID, and data of the
CAN frame together with a CRC start value and polynomial. This option was
introduced with software version 2.8.1 for classic CAN frames and for CAN FD
frames with software version 1.0.0 of the PCAN-Ethernet Gateway FD DR.

The CRC option for routes can be configured via the JSON interface or the INI
file. For a valid connection with CRC option, the CRC settings of the Send and
Receive route must match.

CRC32 example for an incoming message:

The colored values DLC, flags, CAN ID, and CAN data are used for the
calculation.

There is no XOR with OxFFFFFFFF at the end of the calculation. The CRC32
result is added to the message in little endian byte order.
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3.6 Notes about the License

Device drivers, the interface DLL, and further files needed for linking own
applications are property of the PEAK-System Technik GmbH and should be
used only in connection with a hardware component purchased from PEAK-
System or one of its partners. If a CAN hardware component of third-party
suppliers should be compatible to one of PEAK-System, then you are not
allowed to use or to pass on the driver software of PEAK-System.

If a third-party supplier develops software based on the PCAN-Basic and
problems occur during the use of this software, consult the software provider.
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